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Abstract

Existing fuzzers for PDF readers rely on simple test cases that in-
volve only individual API calls, leading to limited coverage and
potentially missing vulnerabilities that require sequences of API
calls. To address these limitations, we propose PDFUZZER, a novel
PDF engine fuzzer that automatically generates complex and mean-
ingful API call sequences. PDFuzzER first uses a Large Language
Model (LLM) to construct context-free grammars and infer the
relationships between individual API calls from specifications ex-
tracted from JavaScript API manuals and execution traces. Based on
the grammars and relationships, PDFuzzEer employs a constraint
solver to generate concrete API call sequences for fuzzing. Our
experiments show that PDFuzzER significantly outperforms state-
of-the-art PDF fuzzers (TypeOracle, Favocado, and Cooper) and
LLM-based fuzzers (Fuzz4All, naive LLM) on three mainstream
PDF readers: Adobe Acrobat Reader, Foxit PDF Reader, and PDF-
XChange Editor. PDFuzzER achieves up to 48% higher coverage
than existing tools and identifies 31 zero-day vulnerabilities in
these readers, from information leakage to arbitrary code execu-
tion. Our ablation study validates the necessity of each component,
including LLMs, which achieve high accuracy across all pipeline
stages (93-98%). We disclosed all vulnerabilities to the vendors via
a coordinated vulnerability disclosure process and received bug
bounties.
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1 Introduction

The Portable Document Format (PDF)’s support for JavaScript code
offers interactive capabilities, where the code is parsed and exe-
cuted by a dedicated JavaScript engine embedded in the PDF reader.
Because this engine runs user-provided code on a host system, it is
crucial to identify the vulnerabilities that could lead to malicious
code execution. To achieve this, existing efforts [16, 24, 63] gen-
erate JavaScript-based test cases to fuzz PDF readers. However,
these approaches suffer from significant limitations in both automa-
tion and relationship inference. Specifically, Favocado [16] and
Cooper [63] require substantial manual effort to analyze natural-
language API documentation and construct machine-readable test-
generation rules. TypeOracle [24], although automated, relies on
simple name-based similarity for relationship inference, missing
complex semantic dependencies between API calls. The challenge
is compounded by the fact that over 30% of PDF reader functions
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are undocumented [24], creating substantial gaps in API cover-
age. Even tools that attempt to model API relationships [16] only
capture basic producer-consumer dependencies, in which one API
function’s return value directly serves as another’s input parameter.

Specifically, by systematically examining Adobe’s JavaScript
API documentation [3, 4], we identify two relationship types that
producer-consumer-only approaches cannot represent. The first is
value-constraint relationships, where parameters of two API calls
must satisfy equality/inequality constraints (the parameter names
need not match; e.g., addField and removeField require the same
cName with a specific ordering, while popUpMenuEx’s cName and
search.query’s cQuery must hold the same string). The second is
implicit relationships, in which APIs interact through shared state
rather than explicit parameters (e.g., setAction registers handlers
that are later triggered by setFocus). The combination of incomplete
API coverage and limited relationship inference creates a substantial
gap in testing effectiveness, as both undocumented APIs and com-
plex interaction patterns that could reveal vulnerabilities remain
largely unexplored.

In this work, we propose PDFuzzER, which leverages LLMs and
constraint solvers to automatically infer comprehensive specifica-
tions for both documented and undocumented APIs and to cap-
ture intricate relationships among API calls, thereby generating
high-quality (sequential) inputs. PDFuzzer identifies and mod-
els three types of API relationships—producer-consumer, value-
constraint, and implicit—while automatically inferring detailed
specifications for the substantial portion of undocumented func-
tionality, enabling comprehensive testing that existing approaches
cannot achieve. The key distinction is that PDFuzzEer does not stop
at producer-consumer relationships. It turns natural-language API
semantics into symbolic constraints that capture value coupling, or-
dering requirements, and state-dependent interactions between API
calls. Technically, we first extract comprehensive API specifications
through a dual-path approach that handles both documented and
undocumented APIs. For documented APIs, we extract structured
information from official manuals using regular expressions. For
undocumented APIs, we extract their signatures via differential
analysis of execution traces [24] and leverage LLMs to infer com-
prehensive specifications. Here, LLMs capture API design patterns,
naming conventions, and parameter semantics to transform signa-
ture information into detailed specifications that match the quality
of documented APIs, outperforming signature-based approaches.
Using these specifications, we create context-free grammars (CFGs)
for each API function and its parameters, providing a structured
syntax for generating syntactically valid API function invocations.
We then use LLMs to infer inter-API relationships, leveraging their
ability to perform multi-step reasoning over diverse documentation
and previously inferred specifications [59]. This allows us to move
beyond simple type matches to identify the dependencies that gov-
ern realistic API call sequences. To ensure precision, we express
the relationship extracted by LLMs as constraints for pairs of API
calls, and use SMT solvers (Z3) to solve the constraints to generate
concrete test cases with sequences of API calls.

We compared PDFuzzEr with three state-of-the-art PDF reader
fuzzers (TypeOracle [24], Favocado [16], and Cooper [63]) and two
LLM-based methods for general-purpose fuzzing (Fuzz4All [60] and
a naive LLM method based on TitanFuzz [14]). We evaluated these
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methods on three popular PDF readers, Adobe Acrobat Reader, Foxit
PDF Reader, and PDF-XChange Editor, using two experiments: (1)
tracking coverage over 24 hours and (2) recording vulnerabilities
found over two weeks. PDFuzzER reaches up to 48% higher cover-
age and discovers 31 zero-day vulnerabilities across three targets,
compared to at most 6 found by competing tools. These vulner-
abilities include null pointer dereferences, buffer overflows, and
use-after-free bugs, with potential for arbitrary code execution. We
coordinated disclosure of all vulnerabilities with the vendors; 26
have been confirmed or fixed, yielding $2,450 in bug bounties.

We validated our design choices through a comprehensive abla-
tion study on each key component of PDFUZZER, by either turning
it off or replacing it with the appropriate baseline technique, such as
TypeOracle [24]. Our evaluation demonstrates that each component
contributes significantly to the overall effectiveness: undocumented
API specification inference achieves up to 28% higher coverage
than type-only approaches, parameter-level grammar generation
provides up to 18% higher coverage than API function-level gram-
mar generation, strong symbolic relationship modeling improves
coverage by up to 8% compared to candidate (co-occurrence-only)
relationships, and value-constraint and implicit relationships specif-
ically add up to 15.5% over a producer-consumer-only configura-
tion, and PDF objects integration enhances coverage by up to 8%
beyond JavaScript-only approaches. Additionally, spot-checks of
the LLM-driven components across our pipeline showed consistent
reliability, with 93-98% accuracy in API specification extraction,
grammar generation, and relationship inference.

In summary, our main contributions are as follows:

® We propose PDFUzzER, an LLM-based fuzzer designed to achieve
deeper program logic coverage in PDF readers. It generates test
inputs by extracting detailed specifications for undocumented API
calls and leveraging LLMs to infer symbolic relationships between
JavaScript functions. Unlike producer-consumer-only approaches,
PDFuzzeR also infers value-constraint and implicit relationships
from natural-language API specifications, enforcing them through
SMT solving during test generation.

o We experimentally demonstrate that PDFuzzeR achieves up to 48%
higher code coverage and discovers 31 zero-day vulnerabilities in
three popular PDF readers (Adobe Acrobat Reader, Foxit PDF Reader,
and PDF-XChange Editor), significantly outperforming state-of-the-
art traditional and LLM-based fuzzers.

o We validate our design through detailed ablation studies on key
components, including specification inference, CFG generation, and
relationship inference, showing how each component contributes
to the overall effectiveness.

2 Background and Existing Work
2.1 JavaScript Engines in PDF Readers

PDF documents can embed JavaScript code to enable interactive
features such as spell checking and form submission. To support
this functionality, PDF readers include scripting engines that parse
and execute the embedded code. Beyond standard JavaScript, these
engines expose specialized APIs that invoke native code within
the reader, altering how documents are rendered. The APIs sup-
ported by PDF readers are documented in vendor API manuals [3, 4].
While powerful, this functionality also introduces risks: adversaries
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have exploited vulnerable API functions, such as Adobe’s util.printf
(buffer overflow [1]) and Foxit’s app.launchURL (remote code execu-
tion [2]) to compromise systems. Thorough testing of PDF readers
is therefore critical. In particular, dynamic testing requires gener-
ating valid PDF documents with realistic JavaScript API calls, a
task made challenging by the need to interpret API manuals and
produce valid, mutated API calls that are embedded into executable
PDF files. Throughout this paper, we use API specification to denote
the information needed to generate and validate such an API call:
its owning object (the JavaScript object that exposes the API, e.g.,
app in app.popUpMenuEx), function or property name, parameters,
constraints, return value, and behavior.

2.2 Threat Model

We consider a attacker who crafts a PDF document with embedded
JavaScript in order to trigger vulnerabilities in the PDF reader’s
JavaScript engine. The attack is realized when a victim opens the
malicious PDF, causing the embedded script to execute inside the
reader and potentially leading to memory corruption, informa-
tion leakage, denial of service, or arbitrary code execution on the
victim’s system. This threat is realistic and consistent with in-the-
wild cases of JavaScript-based PDF exploitation, such as CVE-2024-
28888 [52] and CVE-2024-34099 [53]. Accordingly, our goal is to
generate high-quality JavaScript-based PDF test cases that can ex-
pose vulnerability-triggering behaviors in mainstream PDF readers.

2.3 Existing PDF Fuzzers and Limitations

Due to the closed-source nature of mainstream PDF readers, static
analysis is not commonly used for the security evaluation of JavaScript
engines. As such, existing work on analyzing the security of JavaScript
engines in PDF readers has focused mostly on dynamic testing tech-
niques, more specifically, fuzzing [16, 24, 63]. To perform fuzzing
on PDF readers, one needs to embed in PDF documents JavaScript
code that invokes a large and diverse set of JavaScript API calls
(this is called the fuzzing corpus). One can then input these PDF
documents into the PDF reader to observe their behavior. This basic
approach is used by all prior work [16, 24, 63], but it suffers from
three key limitations:

® Missing undocumented API specifications. Favocado [16]
and Cooper [63] miss a wide range of potential test cases because
they rely solely on official API manuals. TypeOracle [24] can iden-
tify undocumented API functions via differential analysis but fails
to extract details about their functionality, preventing the gener-
ation of high-quality (valid) invocations for these undocumented
API functions.

@ Failure to capture complex inter-API relationships. Type-
Oracle [24] uses differential analysis on execution traces to infer
parameter type information for API functions and finds inter-API
relationships through name similarity. API fuzzing approaches, in-
cluding Favocado [16], focus on producer-consumer relationships,
where the return value of one API is used as an input parameter to
another API. Both name-based matching and producer-consumer
matching are useful, but they are insufficient for relationships
whose validity depends on concrete parameter values or shared
program state. For example, while addField and removeField both
have a cName parameter type, they are related only if the cName
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value is the same. Additionally, the order of these API calls is also
important - addField needs to be called before removeField (and with
the same parameter) for them to have a relationship. This illustrates
a value-constraint relationship, while implicit relationships arise
from shared reader state; Section 3 defines both cases in detail.

® Lack of automated specification extraction. While existing
PDF reader fuzzers automate the test case generation and execu-
tion process, they still require substantial manual effort to con-
vert natural language API documentation into machine-readable
test generation rules. For instance, Favocado [16] demonstrated
that even with automated parsing pipelines, significant human ex-
pertise is still necessary to manually review hundreds of pages
of API documentation, interpret semantic relationships between
API functions, and construct comprehensive specification rules for
JavaScript APIs. In practice, human experts still need to fill gaps
left by parsers. They supplement missing fields, correct extraction
errors, and add initialization code for binding objects (internal PDF
objects that bridge JavaScript APIs to native reader functions) when
environment-specific data is required [16]. Cooper [63] similarly
depends on manual analysis of API documentation to create test
generation templates. TypeOracle [24] automates API signature
extraction via differential analysis, but cannot infer semantic de-
scriptions and behavioral constraints from documentation, limiting
its ability to generate high-quality test cases. With Adobe’s official
API manual [3, 4] exceeding 700 pages of natural language descrip-
tions, manual specification extraction remains time-consuming,
labor-intensive, and often incomplete.

3 Preliminary: Inter-API Relationships

Effective fuzzing of PDF readers requires understanding interac-
tions between JavaScript API functions. Existing fuzzers largely
generate isolated API calls; however, many vulnerabilities are only
triggered through orchestrated sequences of related calls. We use
the term inter-API relationship to refer to a semantic dependency
between two API calls that affects whether they should appear
together, in which order they should execute, or what constraints
their parameter values or shared state must satisfy. Inter-API rela-
tionships come in two strength tiers. Candidate relationships are
the weaker tier: a coarse co-occurrence hypothesis encoding only
that two API functions may meaningfully appear together, without
specific parameter or ordering constraints. Strong symbolic relation-
ships are the stronger tier: confirmed relationships that additionally
carry symbolic constraints over parameter values or shared state,
and optionally an ordering requirement (Section 4 details how each
tier is inferred). From Adobe’s JavaScript API documentation [3, 4]
and prior vulnerability-triggering test cases [16, 24, 63], we iden-
tify three categories of strong symbolic relationships. Producer-
consumer relationships capture the type-based data flow commonly
modeled by prior API fuzzing work [9, 16]; the other two categories,
value-constraint and implicit relationships, are the main types that
let PDFuzzER go beyond producer-consumer-only approaches.

3.1 Producer-Consumer Relationship

A producer-consumer relationship connects API;’s return value to
an argument of APIy, so the generated sequence must execute API;
before API, and pass forward API;’s return value.
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Listing 1: Producer-Consumer Relationship Example

1 var myIcon = Doc.getIcon({cName: 1
2 Field.buttonSetIcon({oIcon: myIcon, nFace: 03});

Doc.getlcon returns an Icon object representing a named icon in
the document, which Field.buttonSetIcon then consumes as its olcon
parameter to set a button’s icon. The dependency is characterized
by type compatibility between the producer’s return value and the
consumer’s input parameter.

3.2 Value-Constraint Relationship

A value-constraint relationship is a constraint over parameters from
two API calls - such as equality, ranges, or set-membership — that
must hold for the calls to interact meaningfully.

Listing 2: Value-Constraint Relationship Example

1 Doc.addField({cName: , cFieldType: s
L))
2 Doc.getField({cName: 33

Both Doc.addField and Doc.getField take a cName parameter speci-
fying the field name. For meaningful (correct) behavior, the cName
values must be the same (that is, the function arguments refer to
the same field). Also, addField must precede getField, since a field
must exist before it can be retrieved. Unlike producer-consumer,
the dependency here is on the actual values of two input parame-
ters rather type compatibility between an input and a return value.
Moreover, the constraints can be broader that equality and capture
more complex relationships.

3.3 Implicit Relationship

An implicit relationship arises when two API functions interact
via shared system state or objects rather than explicit parameter
connections, with no direct argument-to-argument or return-to-
argument data flow.

Listing 3: Implicit Relationship Example

1 Field.setAction({cTrigger: , cScript:
1) 5
2 Field.setFocus();

Field.setAction configures the action to trigger when an event (named
by its cTrigger parameter) occurs on a field, while Field.setFocus
transfers keyboard focus to the field and invokes the corresponding
event handler. When setAction is called with cTrigger = "OnFocus"
before setFocus, the focus event dispatches the previously config-
ured action. The dependency runs through the field’s shared inter-
nal state — setAction writes the action configuration and setFocus
reads it — rather than through any direct argument-to-argument or
return-to-argument data flow, and is activated only when cTrigger
matches the event the second call fires.

4 Methodology

We propose PDFuzzER, an LLM-based fuzzing tool for JavaScript
engines in PDF readers that generates higher-quality, complex,
and semantically meaningful test cases than prior work, achiev-
ing greater code coverage and vulnerability discovery. PDFuzzEr
systematically addresses the three key limitations of existing PDF
reader fuzzers through a principled design that leverages LLMs and
constraint solvers.
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4.1 Overview

PDFuzzER comprises four main components that collaboratively
generate high-quality API call sequences (see Figure 1).

API Specification Extraction. The first component extracts API
specifications from two sources: documented APIs via our API
Manual Parser over the official manuals [3, 4], and undocumented
APIs via differential analysis of execution traces (which yields only
minimal signatures <object>.<method>(<param>: <type>, ...)). The
Specification Inference module then uses an LLM to upgrade these
signatures into comprehensive specifications with descriptions and
parameter constraints, addressing Limitation 1.

Grammar Generation. This component compiles each specifica-
tion into context-free grammars (CFGs) for individual API functions
and their parameters via a two-phase, parameter-level approach:
each parameter’s grammar is generated independently, preserving
fine-grained constraints (enumerated value sets, format require-
ments) that a function-level grammar would overgeneralize. This
addresses part of Limitation 3.

Relationship Inference. Operating in parallel with Grammar
Generation, this component identifies inter-API dependencies (Lim-
itation 2) via a two-stage LLM process with Retrieval Augmented
Generation (RAG) [44]: Stage 1 selects candidate API pairs that
may co-occur meaningfully; Stage 2 promotes a subset to strong
symbolic relationships, encoding parameter constraints as SMT-
LIB2 [10] expressions and recording execution ordering. This sepa-
rates semantic reasoning (LLM) from constraint solving (SMT).
Test Case Generator. The final component synthesizes concrete
PDF inputs by instantiating each API from its CFG, sequencing
related calls under candidate relationships, and using a Z3 [41]
SMT solver to satisfy strong symbolic constraints. We additionally
integrate Cooper’s [63] cooperative mutation to populate the neces-
sary PDF native structures and apply targeted mutations to a subset
of test cases for robustness probing, completing Limitation 3.

4.2 Running Example

We use a single end-to-end example, traced through the rest of this
section’s component subsections and revisited in our vulnerability
case study (Section 6.2), to illustrate how the four components above
turn API documentation and execution traces into vulnerability-
triggering inputs. The example, shown in Listing 4, is a test case
PDFuzzER generated and used to trigger a use-after-free vulnera-
bility in Foxit PDF Reader (vulnerability ID 5 in Table 1, later fixed
and assigned a CVE entry).

Listing 4: Running example: PDFuzzER-generated test case
triggering a use-after-free vulnerability in Foxit PDF Reader.

1  app.popUpMenuEx ({cName: , oSubMenu: {label:
, action: 1)

2 search.query ({cQuery: 1

3 app.popUpMenu({cItem: , Array: [ 13);

This test case simultaneously exhibits two structural features
that prior fuzzers cannot capture together. First, Lines 1-2 form a
strong symbolic relationship of type value-constraint: the cName of
app.popUpMenuEx and the cQuery of search.query must hold the
same string for the memory allocation in app.popUpMenuEx and
the deallocation in search.query to operate on the same memory
region. Second, Line 3 (app.popUpMenu) is associated with Line 1
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Figure 1: Overview of PDFuzzeR. Documented APIs are extracted by the API Manual Parser; undocumented APIs are recovered
by Specification Inference from execution traces. Both Doc spec and Undoc spec feed Grammar Generation and Relationship
Inference in parallel. Their outputs (per-parameter CFGs and symbolic constraints) drive the Test Case Generator, which
additionally consumes Sample PDFs for native-object templates. The resulting PDF corpus is exercised by the Fuzzing Runner

and triaged by Vulnerability Analysis.

only via candidate co-occurrence: it contributes a related API call to
the sequence but has no parameter-level coupling, so its arguments
are generated independently. PDFuzzer models these two tiers
explicitly: candidate relationships specify which API functions can
co-occur in a sequence, and strong symbolic relationships further
enforce parameter-level constraints (encoded as SMT-LIB2 [10] ex-
pressions, the standard input format consumed by SMT solvers such
as Z3 [41]) and execution ordering. The remaining subsections fol-
low this example through specification extraction, parameter-level
grammar generation, two-stage relationship inference, and final
test-case generation, with a closing “Running Example” paragraph
in each subsection showing how its output shapes the listing (test
case) above.
TypeOracle’s [24] name-similarity matching would link

app.popUpMenuEx only to app.popUpMenu (which share the popUpMenu

prefix) and never to search.query (whose name has no overlap), so
it cannot enforce the required cName = cQuery. Favocado [16] and
RESTler-style [9] producer-consumer matching cannot connect
app.popUpMenuEx and search.query either, since neither call re-
turns a value consumed by the other. The bug therefore remains
out of reach for prior fuzzers.

4.3 API Manual Parser and Specification
Inference

The JavaScript API manual is an HTML document with a structured
enumeration of the available function calls (and their parameters)
for the JavaScript engine in PDF readers. The manual lists Adobe’s
built-in objects and the API functions that objects can call, including
their properties. We evaluate three PDF readers: Adobe Acrobat
Reader, Foxit PDF Reader, and PDF-XChange Editor. Because Foxit
and PDF-XChange do not provide comprehensive API manuals, we
use Adobe’s API manual as the reference specification: Adobe’s
JavaScript API has become the de facto standard for PDF JavaScript
engines, and Foxit and PDF-XChange both implement it, as noted
in prior work [24]. For each API function, the documentation first

provides a paragraph explaining its functionality. The manual then
lists the parameter names for the API function. Notably, for most
parameters, the documentation does not explicitly state what type
is required. As a result, simply parsing the documentation is not
enough, and we must infer these parameter types for building
API invocation rules. If the API function has a return value, the
documentation also includes a description of the return value.

We extract specifications for each API function by using regular
expressions to match HTML objects and capture hierarchical in-
formation. Specific titles identify each API function’s content area,
which we parse into JSON files. Extracted data includes the object
that owns the function, function name, type (method or property),
description, parameters, parameter descriptions, and return value.

Specification Inference. PDF readers contain numerous undoc-
umented API functions that are not described in official manuals.
These may be internal-only functions not intended for external
use, legacy compatibility functions, or vendor-specific extensions.
Fuzzing such calls is known to be an effective method for vulnera-
bility discovery, as they often receive less security review and may
lack proper input validation [35].

TypeOracle [24] can infer parameter types via differential analy-
sis of execution traces, but cannot capture semantic functionality
or behavioral constraints. We close this gap by combining Type-
Oracle’s type inference with LLM-based semantic specification
generation in three stages.

Stage 1: Type Extraction. We apply TypeOracle’s differential analysis
to obtain raw API signatures of the form <object>.<method>(<param1>:
<typel>, ...)—e.g., Doc.getField(cName: String)—by extracting objec-
t/method names from internal call tables and inferring parame-
ter types from how instruction operands vary across runs (e.g., a
length-related operand changing from 2 to 4 when passing "YY"
vs. "zzzz" indicates a String parameter). These signatures reveal
only the structural skeleton; they omit each parameter’s role, valid
ranges, the function’s purpose, return-value semantics, and side
effects.



CCS *26, November 15-19, 2026, The Hague, Netherlands

Stage 2: Context Preparation. For each undocumented AP, we collect
contextual information from the structured JSON specs produced
by our API Manual Parser. This context includes (1) the parent
object’s description and functionality, (2) other APIs (documented
and undocumented) on the same object, and (3) the parameter
names and types inferred in Stage 1.

Stage 3: LLM-based Specification Generation. We prompt the LLM to
generate comprehensive specifications using contextual informa-
tion from Stage 2. Importantly, this applies only to undocumented
APIs; documented APIs are handled by our API Manual Parser
with regular expressions, since their specifications already exist in
the official manuals in natural language. The LLM uses its under-
standing of API design patterns and naming conventions to infer:
(1) functional descriptions for the API function and each param-
eter, (2) parameter value constraints and valid ranges, (3) return
value specifications, and (4) behavioral semantics. For example,
given the raw signature Subscriptions.addFeed(cURL: String, cType:
String), the LLM reasons that the parent Subscriptions object han-
dles feed subscriptions, that cURL carries a feed URL, and that cType
must be a MIME/content-type string with concrete values such as
"application/rss+xml" or "application/json". This inference
is drawn from the API name, parameter names, and parent-object
context alone, since the Subscriptions object has no entry in Adobe’s
manual and no documented counterpart can serve as a template.
TypeOracle alone yields only {cURL: String, cType: String},
insufficient for invocations a feed engine can parse.

These outputs are expressed in natural language, consistent with
Adobe’s API documentation, which primarily consists of prose
descriptions rather than formal constraints.

The LLM generates specifications in a structured JSON format
consistent with documented APIs, ensuring pipeline uniformity
for both types. The JSON output includes fields requiring the LLM
to explain its reasoning, enabling us to interpret and validate its
inferences during accuracy evaluation (Section 6.6).

Error Handling. To handle potential LLM errors, we implement
JSON format verification. Our error recovery strategy automatically
retries failed attempts up to a specific number of times, incorporat-
ing specific error feedback into subsequent prompts (e.g., “Previous
JSON parsing failed: [error]. Please generate a valid JSON format”).

Running Example. All three APIs in Listing 4 (app.popUpMenuEx,
search.query, and app.popUpMenu) are documented in Adobe’s man-
ual and therefore traverse the Manual Parser path, producing JSON
specifications listing each API’s parameters (e.g., popUpMenuEx
owns cName and the nested oSubMenu). The Specification Infer-
ence path is exercised by undocumented APIs.

4.4 Grammar Generation

After extracting API specifications for documented and undoc-
umented API functions, we have structured JSON specifications
containing natural-language descriptions of all the API functions
that the JavaScript engine makes available. Each JSON specifica-
tion follows a hierarchical format where API function parameters
are organized with their individual descriptions and types. How-
ever, systematic and automated test case generation requires these
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specifications in a machine-readable format suitable for program-
matic processing. To achieve this, we leverage context-free gram-
mars (CFGs), drawing inspiration from grammar-based fuzzing
approaches [7, 30] that use CFGs to automatically generate syn-
tactically valid test inputs. CFGs provide an ideal representation
for API call statements and parameter generation rules due to their
structured, parseable syntax and ability to capture complex con-
straints. Our initial approach involved directly feeding complete
API function specifications to an LLM to generate comprehensive
CFGs. While this method works effectively for simple API func-
tions with few parameters (such as property getters and setters), it
struggles with complex API functions with numerous parameters
(as discussed below).

Challenge: Information Overload in Complex APIs. The chal-
lenge became apparent with API functions like Doc.submitForm,
which requires 23 distinct parameters. Consider the cSubmitAs pa-
rameter: although recognized as String type, it accepts only six
specific values (FDF, XML, XDF, etc.) corresponding to supported file
formats. Processing such complex specifications in a single prompt
causes information overload for LLMs. Consequently, this leads to
overgeneralized grammars that generate random strings, failing
to respect the constrained value sets. This loss of granularity oc-
curs because LLMs struggle to prioritize critical parameter-specific
constraints when processing lengthy specifications within fixed
context windows.

Solution: Two-Phase Parameter-Level Grammar Generation.
To address this challenge and capture fine-grained parameter con-
straints, we design a two-phase approach:

Phase 1: Specification Decomposition. We parse the structured
JSON format to systematically isolate each parameter’s natural lan-
guage description from the complete API specification. For an API
with n parameters, this decomposition creates n independent speci-
fication units, each preserving parameter-specific constraints, value
restrictions, and type requirements. This decomposition ensures
that each parameter’s unique constraints receive focused attention
during grammar generation.

Phase 2: Targeted Grammar Synthesis. Each parameter specifica-
tion unit is processed by the LLM using specialized prompts that
include metadata, while maintaining focus on the specific parameter.
The metadata includes API type (distinguishing between methods
and properties with different invocation syntaxes), parent object,
parameter name, and description. The prompts incorporate detailed
sample JSON grammar structures demonstrating proper BNF-style
rule decomposition and enforce strict syntactic rules, including
character escaping, complete symbol definition, and adherence to
value generation constraints (e.g., enumerated string sets).

This parameter-focused approach captures syntactic patterns
and semantic constraints that would otherwise be missed in compre-
hensive function-level processing. The resulting grammars encode
parameter-specific requirements, such as constrained value sets,
numeric ranges, and format specifications, leading to higher-quality
test case generation that respects API semantics while maintaining
syntactic validity.

Error Handling and Normalization. Despite careful prompt
engineering, CFG-generated API parameters sometimes violate
JavaScript engine syntax requirements. We observed four recurring
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formatting issues that cause parsing failures in target readers. These
include missing quotes for string literals, leading zeros in numeric
values (e.g., 007), unescaped quotes inside strings, and embedded
newline characters.

To address these inconsistencies, we apply lightweight type-
specific post-processing during test-case generation: strings are
cleaned and properly quoted, numbers are stripped of leading zeros,
and arrays and objects are recursively normalized and reconstructed
as valid JavaScript syntax. Invalid object keys are prefixed with a
random letter. We also avoid extended Unicode escapes (\U{XXXX}),
which are unsupported by Adobe Acrobat Reader. This normal-
ization prevents syntactic errors from causing test-case rejection
while preserving the intended parameter semantics.

Running Example. For app.popUpMenuEx in Listing 4, parameter-
level decomposition produces independent CFGs for cName (a
character-level string grammar) and oSubMenu (a nested-object
grammar with separate rules for the label and action fields). A
function-level grammar would tend to flatten oSubMenu into an
arbitrary value and lose the nested-field structure required by the
target PDF reader’s JavaScript engine.

4.5 Relationship Inference

The previous step of PDFuzzER results in grammars generated for
API functions and their parameters. However, many vulnerabilities
can only be triggered when multiple related API functions are called
in a specific sequence [16, 19, 51]. Therefore, we need a method to
infer relationships between API functions so that we can generate
sequences of related API calls during test case generation.

We group inter-API relationships into two strength tiers: can-
didate relationships and strong symbolic relationships. A candi-
date relationship is a coarse co-occurrence hypothesis: two API
functions may be meaningful in the same sequence, but no order,
argument mapping, or parameter constraint has been established.
A strong symbolic relationship is a confirmed relationship that
records related arguments or return values, symbolic variables, an
SMT-LIB2 constraint, an optional ordering requirement, and one of
the semantic relationship types defined in Section 3.

Analyzing all () = 221,445 pairwise relationships among n = 666
APIs at ~30 s of LLM analysis each would take over 1,845 hours
and is intractable. We instead use a two-stage approach that turns
this O(n?) problem into O(n) + O(k?) with k < n: Stage 1 uses fast
RAG queries to surface candidate pairs (linear in n); Stage 2 runs
expensive constraint analysis only on those candidates.

Stage 1: Candidate Relationship Extraction. We iterate over
each API and prompt the LLM to identify related APIs from our
specification database, stored in a Vector Store and queried via
RAG [44] to avoid context-window overflow (full prompt is avail-
able in our public artifact). The output is a set of candidate API pairs
only; producer-consumer, value-constraint, and implicit category
assignment happens in Stage 2.

Stage 2: Strong Relationship Analysis and Symbolization. As
introduced in Section 3, each strong symbolic relationship is as-
signed one semantic type: Producer-Consumer, Value-Constraint,
or Implicit. For each candidate API pair, we use a single compre-
hensive prompt to analyze their specifications and determine if
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constraint-based relationships exist. The prompt performs zero-
shot analysis, instructing the LLM to simultaneously accomplish
three key tasks in one inference pass: (1) Parameter Symbolization:
assign symbolic variables (e.g., X, y) to related parameters or return
values, (2) Constraint Generation: express the relationship as SMT-
LIB2 constraints (e.g., (= x y) for equality), and (3) Sequence Analysis:
determine if the API functions must be executed in a specific order.

The LLM returns a structured JSON object containing the API
function names, parameter mappings, symbolic variables, execution
sequence requirements, parameter types, and the SMT-LIB2 con-
straint expression. For instance, when analyzing Doc.addField and
Doc.getField, the LLM identifies that their cName parameters must
be equal and that addField must precede getField. The constraint
(= x y) captures the parameter equality requirement, while the
sequence flag indicates the execution dependency.

Integration with Test Generation. The inferred relationships
are stored as constraint templates that guide the Test Case Gen-
erator. During test sequence construction, candidate relationships
determine which API functions can be combined, while strong
symbolic relationships provide the constraints that an SMT solver
must satisfy when generating concrete parameter values. This two-
tier approach enables efficient generation of complex, semantically
meaningful API call sequences.

Running Example. For Listing 4, Stage 1 returns two candidate
pairs: (app.popUpMenuEx, search.query) and (app.popUpMenuEx,
app.popUpMenu). Stage 2 promotes the first to a strong symbolic
relationship of type value-constraint with parameter symbols
app.popUpMenuEx.cName +— x, search.query.cQuery +— y, con-
straint (= x y), and ordering app.popUpMenuEx — search.query;
the second pair remains a candidate, contributing a related API call
without parameter-level coupling.

4.6 Test Case Generator

The Test Case Generator synthesizes concrete PDF test inputs by
integrating outputs from all previous components. The generation
process follows a four-stage pipeline: individual API call generation,
relationship-aware sequencing, constraint satisfaction, and targeted
mutation.

Stage 1: Individual API Call Generation. For each target API
function, we use the corresponding CFG from the Grammar Gener-
ation component to generate syntactically valid API calls. The CFG
rules guide the systematic construction of parameter values, en-
suring type correctness and adherence to documented constraints.
This stage produces a pool of well-formed individual API calls that
serve as building blocks for sequence construction.

Stage 2: Relationship-Aware Sequencing. To construct API call
sequences (denoted as ¢y, ¢, ..., ¢p), We begin with a seed API call
¢; and consult the relationships identified by the Relationship In-
ference component. The sequencing strategy differs based on rela-
tionship tier:

(a) For candidate relationships, we select related API functions and
generate them independently using their respective CFGs. These
calls are concatenated without parameter-level coupling, as can-
didate relationships only require co-occurrence without specific
parameter constraints.
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(b) For strong symbolic relationships, we enforce parameter-level
dependencies during generation. Starting with the parameter values
generated for ¢, we extract the symbolic constraints from the Rela-
tionship Inference component and instantiate them with concrete
values. We then invoke an SMT solver (Z3) to determine parameter
values for ¢, that satisfy the relationship constraints. This process
continues iteratively to build longer sequences that respect all sym-
bolic dependencies. The maximum sequence length is configurable,
and based on our empirical evaluation, we set it to 2,000 API calls.
Longer sequences could result in excessive PDF execution time,
making it difficult to distinguish between normal processing and
potential hangs during testing.

Stage 3: Object-API Relationship Integration. After generating
JavaScript API call sequences, PDFuzzER also needs PDF docu-
ment structures that make those calls meaningful. We therefore
incorporate Cooper [63], a cooperative mutation technique that
links JavaScript APIs with PDF native objects, i.e., structural ob-
jects inside the PDF file such as pages, form fields, actions, and
annotations. The resulting object-API relationships specify which
native object classes should appear in a generated document, and
are separate from the inter-API relationships among JavaScript
calls. Cooper builds these relationships by clustering native objects
from a PDF corpus and identifying object classes correlated with
successful execution of API groups. During test-case construction,
after generating API call sequences, Cooper consults this object-API
relationship map to identify relevant PDF object classes that should
be present in the document. Cooper enriches our test cases by ex-
tracting PDF objects from sample documents and applying targeted
mutations and combinations to these objects. This produces richer
PDF documents with diverse native structures, extending coverage
of PDF object processing code paths while ensuring the presence
of native structures needed to support JavaScript operations.

Stage 4: Targeted Mutation. The previous three stages are de-
signed to generate syntactically and semantically valid JavaScript
code that adheres to API specifications and constraints extracted
from official manuals, producing test cases that should execute
without crashes under normal circumstances. To test the robust-
ness of the target JavaScript engines when receiving malformed
inputs, we apply selective mutations to a subset (approximately
15%) of the generated test cases. For strings, we target decoder and
escape handling by injecting non-BMP Unicode, escape sequences
(e.g., \uXXXX, \xXX), and malformed encodings. For numbers, we
target conversion edge cases using boundary values, Infinity,
NaN, scientific-notation variants, and hexadecimal literals.

The complete generation pipeline produces test cases ranging
from specification-compliant inputs (for functional testing) to delib-
erately malformed inputs (for security testing). Our implementation
extracts 435 API functions with 507 parameters from documented
specifications and 231 API functions with 379 parameters from
undocumented ones, yielding CFG-based rules for 886 parameters
across 666 API functions. Function selection follows a weighted
random distribution based on relationship frequency.

Running Example. Stage 1 instantiates each API call invocation
from its grammar, e.g., app.popUpMenuEx( cName:"popup", oSub-
Menu:{label:"kM", action:"mFv"}) and search.query(cQuery:?). Stage 2
substitutes x="popup” into (= x y) and Z3 solves y="popup", fixing
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cQuery="popup". Stage 3 (Cooper) supplies the necessary native
PDF objects (e.g., the form-field/AcroForm and page objects that
the API calls operate on). Stage 4 may inject Unicode escapes via
mutation. The result is exactly Listing 4, the test case that triggered
a use-after-free vulnerability later fixed by Foxit and assigned a
CVE entry.

5 Evaluation Methodology

In this section, we detail our evaluation methodology for PDFUZzZER.
We compare PDFUZzZER against current state-of-the-art techniques
in two separate experiments: (1) we assess how much code can be
reached (coverage), and (2) we test how many vulnerabilities can
be found.

5.1 Experiment Setup

We compare PDFuUzZzER against the current three state-of-the-art

fuzzers for PDF readers: TypeOracle [24], Favocado [16], and Cooper [63].

These fuzzers start by generating a large input corpus for the target
PDF readers and iteratively run each generated target through the
PDF reader, observing its behavior. This is similar to PDFuzzEeRr’s
approach, making it easy to compare against these tools.

Since PDFuzzER leverages LLMs, we also compare our tool
against two general-purpose LLM-based fuzzing techniques. The
first is Fuzz4All, which is an LLM-based universal fuzzer capable
of generating test cases for various types of inputs, independent of
the fuzzing target [60]. It does so by using two LLMs: a distillation
LLM and a generation LLM. The distillation LLM takes arbitrary
input related to the to-be-generated test cases (such as documenta-
tion or source code) and generates a prompt that will be used by
the generation LLM to create fuzzing inputs. As a last comparison,
we use a naive LLM-based approach inspired by TitanFuzz [14],
which assumes that documentation related to the to-be-generated
fuzzing input is already part of an LLM’s training corpus. Under
these assumptions, there is no need to provide additional input
related to the API manual since it is already part of the model’s
data. To generate an input corpus, we therefore simply prompt the
LLM to generate test cases for fuzzing the JavaScript engine of PDF
fuzzers.

For targets, we selected three widely used PDF readers with built-
in JavaScript engines: Adobe Acrobat Reader v24.005.20421, Foxit
PDF Reader v2024.4.0.27683, and PDF-XChange Editor v10.5.2.395
(all of which were the latest versions at the time of this study).

5.2 Experiment Design and Metrics

We configure Cooper [63], Favocado [16] using their default settings.
For TypeOracle [24], in addition to using its default settings, we also
compare its integration with Cooper [63] and Favocado [16]. For
Fuzz4All [60], we use the JavaScript API manual [3, 4] as input. By
default, Fuzz4All uses GPT-4 for the distillation LLM and StarCoder
for the generation LLM. However, both models are outdated, and
newer versions are available. As such, we run Fuzz4All using GPT-
4o for the distillation LLM and StarCoder2 for the generation LLM.
For the naive vanilla-LLM method, we test three of the most popular
contemporary models: GPT-40 [45] (OpenATI’s foundational general-
purpose model), GPT-03-mini [46] (OpenAI’s reasoning model), and
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Claude-3.7-Sonnet [6] (Anthropic’s reasoning model), which were
the latest versions available at the time of the experiment.

Our evaluation does not compare different online fuzzing loops.
Instead, we standardize runtime exploration (fuzzing) across tools
and compare only the different test-case generators. Concretely,
prior systems such as Cooper [63] and Favocado [16] primarily
contribute test-case-generation components. TypeOracle [24] addi-
tionally provides an open-source wrapper for lightweight execution.
In our experiments, we use TypeOracle’s public fuzzing wrapper
uniformly for all methods. The runtime process is therefore iden-
tical across tools: generate test cases, execute and monitor them,
and record the outcomes. It does not involve an AFL-style seed
queue, power schedule, mutation strategy, or any coverage-guided
feedback loop. Accordingly, any substantive difference among the
compared systems stems from the quality of the generated test cases,
rather than any different scheduling or feedback mechanisms.
Code Coverage. Because our targets are closed-sourced, we cannot
directly instrument the PDF readers to collect code coverage. In-
stead, we rely on DynamoRIO [17] to dynamically instrument each
target program and collect basic block coverage. For each tool, we
perform five independent 24-hour runs on each target PDF reader.
Vulnerability Discovery. Due to the significant execution over-
head and instability introduced by dynamic instrumentation tools
like DynamoRIO (which can cause false positive crashes), we sep-
arate our vulnerability detection experiments from coverage col-
lection. We let each tool generate an input corpus of test cases for
each PDF reader. For each input, we run it through all three tar-
gets and detect when a target crashes using the Windows-provided
werfault.exe [40]. We then manually analyze each crash to deter-
mine whether it was caused by a vulnerability or not. We ran each
tool for two weeks on all of the target PDF readers.

Each experiment runs in a VMware Workstation virtual machine
(VM) hosted on a system with an 8-core Intel Core i7-7700 processor
(3.60GHz) and 64GB RAM. Each VM is configured with 4 CPU cores,
8GB of RAM, and Windows 8.1 - chosen for its lower resource
requirements compared to newer Windows versions. All of our
target PDF readers are fully compatible with Windows 8.1, ensuring
that their use does not adversely affect the results. Whenever a
crash was found by a tool, we verified its reproducibility in a newer
version of Windows (Windows 10 22H2 and Windows 11 24H2) to
ensure compatibility with newer operating systems.

6 Evaluation Results
6.1 Basic Block Coverage

Figure 2 shows the mean basic-block coverage achieved by each
tool across all three targets. We observe that PDFuzzer (blue curve)
consistently achieves the highest coverage, improving by up to 37%
over TypeOracle (up to 19% over TypeOracle+Cooper and up to
17% over TypeOracle+Favocado), up to 15% over Favocado, and
up to 48% over Cooper. These gains demonstrate that our higher-
quality inputs indeed explore substantially more code than existing
methods.

For the naive LLM-based approach, Claude-3.7-Sonnet gener-
ally performs best among LLMs, yet still underperforms PDFuzzER.
Specifically, PDFuzzer achieves between 16% and 49% higher cov-
erage compared to Claude-3.7-Sonnet. For Fuzz4All, we notice that
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the majority of generated test cases were invalid JavaScript code,
mostly containing C code or Java code, or even just plain text. As
a result, Fuzz4All has the lowest coverage on both Foxit and PDF-
XChange. For Adobe, Fuzz4All is not the worst performer, which
we assume is due to Adobe’s more extensive error handling within
the PDF reader.

Listing 5 shows an example input generated by PDFuzzer that
demonstrates a value-constraint relationship between customDic-
tionaryCreate and addWord, which only PDFuzzER captured in its
input corpus. The customDictionaryCreate call creates a custom dic-
tionary with a unique identifier specified by the cName parameter.
This operation sets up the necessary precondition for any subse-
quent operations that depend on an existing dictionary. In the next
step, addWord adds a new word into this dictionary referencing the
same cName value from the previous call. This order of execution
ensures that addWord is not executed without a prior successful
call to customDictionaryCreate, maintaining control of the neces-
sary dependency. Furthermore, the generated test case includes a
valid cLanguage value (en_US). Although the type of the cLanguage
parameter is String, an additional value constraint enforces that
the string is a valid language code. PDFuzzER was able to capture
this constraint and enforce it in this test case, demonstrating that
merely knowing the parameter type (as done by previous work) is
typically insufficient to generate valid parameter values.

Listing 5: Example that PDFuzzER can capture more relation-
ships and generate higher quality arguments

1 spell.customDictionaryCreate ({

2 cName: ,

3 bShow: false,

4 cLanguage: 3D

5 spell.addWord({

6 cName: B,
7 cWord:

1))

6.2 Vulnerability Discovery

During the two-week vulnerability discovery campaign, PDFuzzer
generated 57 test cases that consistently triggered crashes across
the three PDF readers (23 in Adobe Acrobat Reader, 24 in Foxit PDF
Reader, and 10 in PDF-XChange Editor). We manually triaged these
inputs in two steps. First, for each test case, we performed statement-
level reduction by iteratively deleting JavaScript statements and
keeping the smallest subset that still reproduces the crash. Second,
we deduplicated the minimized crashes by comparing normalized
call-stack signatures, following TypeOracle [24] and Cooper [63].
After triage, the 57 crashing inputs collapse to 31 unique crash
signatures, which we report as 31 distinct zero-day vulnerabilities
discovered by PDFuzzer. None of the other tools was able to find a
vulnerability that PDFuzzER was not able to find. We reported all
vulnerabilities to the respective parties; two of the vulnerabilities
have already received a bounty for a total of $2,450.

Table 1 lists all vulnerabilities found in the three PDF reader
targets. Of the 31 unique zero-day vulnerabilities we discovered, 11
are high-severity issues that can potentially lead to arbitrary code
execution (ACE). As of this writing, vendors have fixed 26 of the 31
vulnerabilities, and 10 have been assigned CVE entries. Below, we
discuss one case study of the vulnerabilities found by PDFuzzER.
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Figure 2: (Top row) PDFuUzZzER vs. traditional tools. (Bottom row) PDFuzzER vs. LLM-based tools.

Case Study: Vulnerability Involving Strong Relationship. The
running example introduced in Section 4.2 (Listing 4) is precisely
the test case generated by PDFuzzeR that triggered this use-after-
free vulnerability in Foxit PDF Reader, corresponding to ID 5 in
Table 1 (later fixed and assigned a CVE entry). Specifically, the first
API function app.popUpMenuEx, which creates a pop-up menu at
the current mouse position, allocates a memory region through dy-
namic memory management. The second API function search.query
searches for characters corresponding to cQuery within the doc-
ument scope, but the call to search.query releases the memory
region allocated by app.popUpMenuEx. When we call the popup
menu-related API functions again, this memory address is accessed
again, causing a use-after-free vulnerability. As can be seen, this
vulnerability requires a value-constraint relationship between the
cName parameter of app.popUpMenuEx and the cQuery parame-
ter of search.query. It is extremely unlikely to generate a test case
where these two values are equal through TypeOracle’s [24] ran-
dom generation. This relationship also goes beyond Favocado’s [16]
type-based matching between return value and parameter. There-
fore, it can only be discovered by PDFuzzER. In our two-week
evaluation, this bug was only triggered when PDFuzzER enabled
strong symbolic relationships (P*/Pf in Table 1), while baseline
tools (TypeOracle, Favocado, Cooper, and their combinations) did
not trigger it.

6.3 Inferred Relationship Distribution

Among 1,019 inferred strong symbolic relationships, 887 (87.0%)
are value-constraint, 63 (6.2%) are implicit, and only 69 (6.8%) are

producer-consumer; a producer-consumer-only model would miss
most of the strong symbolic relationships PDFuzzER instantiates.
Table 2 additionally breaks down value-constraint subtypes (show-
ing patterns beyond direct equality).

6.4 Strong Symbolic Relationship Instantiation

A strong symbolic relationship is useful only if its constraints can be
solved during generation to produce a concrete API call sequence.
To assess how reliably this happens, we generated 1,000 PDF test
cases and tracked, for every selected strong symbolic relationship,
whether the Test Case Generator (Section 4, Stage 2) successfully
produced a satisfying assignment. Table 3 reports the resulting
success rates, broken down by semantic type.

Out of 71,586 selected strong symbolic relationships, 65,508
(91.5%) are successfully instantiated, indicating that the relation-
ships PDFuzzER infers are practical to enforce during generation.
Value-constraint relationships achieve the highest success rate
(95.1%) because their constraints are typically simple equalities
or set-membership conditions that Z3 solves directly; producer-
consumer relationships reach 81.5%, occasionally failing when an
upstream parameter has already been bound to an incompatible
concrete value. Implicit relationships are the hardest to instantiate
(64.0%), since they often require both a parameter constraint (e.g.,
a specific event name) and a state precondition (e.g., the target
field being focusable). Most of the remaining failures stem from
two sources: (1) the targeted mutation pass (Stage 4) intentionally
violates the constraint to probe robustness, and (2) implementation
edge cases such as parameter values being assembled before the
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Table 1: Discovered Zero-Day Vulnerabilities. Severity: ACE (High Severity), Information Disclosure (Moderate Severity),
DoS (Low Severity); T: TypeOracle, F': Favocado, L: Pure LLM, F?: Fuzz4All, C: Cooper, F+T: Favocado+TypeOracle, C+T:
Cooper+TypeOracle; P*: PDFuzzeR with Function-level Grammar, P?: PDFuzzer with Param-level Grammar, P°: PDFuzZER
with Candidate Relation; P°: PDFuzzeR with Strong Relation, P/: PDFuzzer-Full

ID Target Type Potential Impact Status Baseline Tools PDFuzzER Variants
TF L F CF+TC+T || PPP P¢ P° Pf
1 Adobe Out-of-bounds Write Arbitrary Code Execution CVE-2025-43575 v v
2 Adobe Memory Corruption Arbitrary Code Execution  Confirmed v v v v/ v v v/
3 Adobe Buffer Overflow Arbitrary Code Execution  Fixed v v v v v v/
4  Adobe Use-after-free Arbitrary Code Execution  Fixed v
5  Foxit Use-after-free Arbitrary Code Execution =~ CVE-2026-3777 v v
6  Foxit Use-after-free Information Disclosure CVE-2025-55308 v v v v/
7  Foxit Use-after-free Arbitrary Code Execution =~ CVE-2025-55314 v v
8  Foxit Buffer Overflow Arbitrary Code Execution CVE-2025-55312 v
9  Foxit Out-of-bounds Read Information Disclosure Fixed v v v v v v v
... Foxit Out-of-bounds Read Information Disclosure Fixed v
15 Foxit Out-of-bounds Read Information Disclosure CVE-2025-55307 v v/
16  Foxit Out-of-bounds Read Information Disclosure Fixed v v v
17  Foxit Out-of-bounds Read Information Disclosure Fixed v v/
18  Foxit Uncontrolled Recursion  Denial-of-service CVE-2026-3778 v v/
19  Foxit Null-pointer-dereference  Denial-of-service CVE-2025-55313 v v
20  Foxit Null-pointer-dereference  Denial-of-service CVE-2026-3776 v v vV v v
21  Xchange Memory Corruption Arbitrary Code Execution =~ CVE-2025-6661 v
22 Xchange Use-after-free Arbitrary Code Execution  Fixed v
23 Xchange Use-after-free Arbitrary Code Execution  Fixed v v
24 Xchange Use-after-free Arbitrary Code Execution  Fixed v
25 Xchange Out-of-bounds Read Information Disclosure Fixed v v v 7
.. Xchange Null-pointer-dereference Denial-of-service Submitted v
29 Xchange Null-pointer-dereference Denial-of-service Submitted v v/ v v v v vV v U/
30 Xchange Stack Exhaustion Denial-of-service Fixed v v Vv v v vV v
31 Xchange Stack Exhaustion Denial-of-service Submitted v v
Aggregated Results 54102 6 6 4 7 1228 31

Table 2: Distribution of inferred strong symbolic relation-
ships, including subtypes of value-constraint relationships.

Category Count Proportion

Strong symbolic relationships

Producer-Consumer 69 6.8%
Value-Constraint 887 87.0%
Implicit 63 6.2%
Total 1,019 100.0%

Value-Constraint subtypes

Direct Equality 667 75.2%
Relational Comparisons 69 7.8%
Set Memberships 59 6.7%
Range Constraints 26 2.9%
String Constraints 8 0.9%
Complex Relationships 58 6.5%
Total 887 100.0%

SMT solver can re-bind them; genuinely unsatisfiable constraint
sets are rare.

Table 3: Generation success and failure breakdown by se-
mantic type for strong symbolic relationships over 1,000
generated PDF test cases.

Type Invocations Success Failure Rate
Producer-Consumer 4,704 3,832 872 81.5%
Value-Constraint 60,675 57,706 2,969  95.1%
Implicit 6,207 3,970 2,237 64.0%
Total 71,586 65,508 6,078 91.5%

6.5 Cost Analysis

To run PDFuzzER end-to-end, the total cost inferred by the LLM
components is $60.77, $73.38, and $92.36 for GPT-40, 03-mini, and
Claude, respectively. For our naive LLM approach, this cost is sig-
nificantly higher, rising to $76.14, $156.76, and $174.83 for GPT-4o,
03-mini, and Claude, respectively. PDFuzzER is, therefore, not only
better at exploring code and finding vulnerabilities compared to
the naive LLM method, but it also does so at a lower cost. This
makes our tool more accessible to be used in practice by users
with limited resources. Furthermore, the average generation time
per test case for the naive LLM method exceeds 60 seconds for
the OpenAI models and up to 90 seconds for Claude, highlighting
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computational inefficiency and scalability limitations of pure LLM-
based approaches. In contrast, PDFUZZER generates approximately
three outputs per second for strong symbolic relationships and can
achieve speeds as high as 20 outputs per second for regular test
cases. This difference in throughput underscores the efficiency and
scalability of PDFuzzer compared to LLM-based methods.

6.6 The Accuracy of LLM in Each Step

We randomly sampled 60 LLM outputs from each of PDFuzzER ’s
LLM-based steps and compared them to our manual annotations.
The sample size of 60 was chosen considering the manual anno-
tation burden, where each output requires expert verification to
determine correctness.

Specification Inference. We reverse-engineered 60 undocumented
API functions (covering 87 parameters) to obtain their ground-truth
type information. PDFuzzER achieved 94% accuracy (82/87 correct)
in identifying the parameter types, with mistakes spread across 4
API functions. Analysis of these errors reveals two distinct patterns
in LLM reasoning. In successful cases, the LLM corrected Type-
Oracle’s misclassifications by leveraging semantic understanding
from parameter names. For example, when TypeOracle incorrectly
classified the cFileFilter parameter of browseForMultipleDocs as a
Boolean, the LLM correctly identified it as a String type based on
the "Filter" naming convention and browsing context. However, the
LLM exhibited systematic errors when parameter names strongly
suggested Boolean semantics but actual implementations required
string types. In the dcSignup API function, both cEmailPerm and
cConnectPerm parameters were incorrectly classified as Boolean
due to the “Perm” suffix implying permissions, when they actually
accept string values representing permission levels.

Grammar Generation. On 60 API functions (covering 30 docu-
mented functions with 45 parameters and 30 undocumented func-
tions with 58 parameters), PDFuzzer achieves 97% accuracy (58/60
correct) for APIs and 98% for parameters (101/103 correct).

Relationships Inference. On 60 relation pairs, PDFuzzeRr achieved
93% accuracy (56/60 correct), with three errors in API sequence
identification and one in constraint inference.

The high accuracy of LLMs across the pipeline underscores our
effective design, while PDFuzzER’s overall performance suggests
that occasional LLM errors have minimal impact. It is worth noting
that, as a fuzzing method, our seed generation accuracy is already
remarkably high compared to traditional fuzzers that rely on ran-
dom mutations, where valid inputs are far rarer. Moreover, accuracy
is not the typical primary goal in fuzzing; instead, the emphasis lies
in broad coverage and exposing edge cases. Imperfect inputs from
LLM errors may even be beneficial by contributing to the explo-
ration of unexpected program behaviors, aligning with fuzzing’s
objective of uncovering vulnerabilities through diverse inputs.

7 Ablation Experiments

We validate the efficacy of PDFuzzER’s components along four di-
mensions: (1) undocumented API specification inference; (2) context-
free grammar generator; (3) relationship symbolizing, and (4) PDF
objects generation integration. Additionally, we evaluate the robust-
ness of PDFuzzeR ’s performance across different LLMs. Results
are shown in Table 4.
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Table 4: Component ablation study along four dimensions.

Dims. Target Setting 24H Cov. | Change
Adobe PDFuzzER 1008279 | -
Dim. 1: Adol.)e TypeOracle 725776 | | 28%
Undoc. Foxit PDFuzzER 349635 | -
APIs Foxit TypeOracle 279361 | | 20%
XChange PDFuzzER 336724 | -
XChange TypeOracle 333408 | | 1%
Adobe Param-Level 1121910 | -
. Adobe Function-Level 921160 | | 18%
Dim. 2: -
Grammar Foxit Param-Level 406448 | -
. Foxit Function-Level 371901 | | 9%
Granularity
XChange | Param-Level 440480 | -
XChange | Function-Level 416297 | | 5%
Adobe Strong 1183295 | -
Adobe Candidate 1141773 | | 4%
Adobe PC-Only 1133093 | | 4%
Adobe Favocado 1137989 | | 4%
Adobe None 1121910 | | 5%
Foxit Strong 459634 | -
Dim. 3: Foxit Candidate 425201 | | 8%
Relation Foxit PC-Only 397916 | | 13%
Tier Foxit Favocado 412543 | | 10%
Foxit None 406448 | | 12%
XChange Strong 500579 | -
XChange Candidate 466248 | | 7%
XChange PC-Only 488575 | | 2%
XChange Favocado 457543 | | 9%
XChange None 440480 | | 12%
Adobe PDFuzzer-full 1283296 | -
. Adobe PDFUZZER-js 1183295 | | 8%
Dim. 4: -
PDF Foxit PDFuzzeRr-full 472620 | -
Objects Foxit PDFUZZER-js 459634 | | 3%
XChange | PDFuzzer-full 524782 | -
XChange PDFUZZER-js 500579 | | 5%

Dimension 1: Undocumented specification inference. We com-
pare the coverage of TypeOracle (which relies on execution traces
to infer parameter types) and PDFuzzer when considering specifi-
cation inference only for undocumented APIs. To isolate the effect
of specification inference, we disabled relationship inference in
both approaches. PDFuzzeR achieves 28% and 20% higher coverage
than TypeOracle on Adobe Acrobat Reader and Foxit PDF Reader,
respectively. For XChange Editor, where the gain is limited (1%),
our reverse-engineering showed that it does not implement any
undocumented APIs, including those found in Adobe.
Dimension 2: Grammar Granularity. We run PDFUZzZER using
function-level grammars versus parameter-level grammars and
compare the coverage. Parameter-level grammars achieve 5-18%
higher coverage, as the LLM captures more detail when focusing
on parameter descriptions rather than processing them at once.
Dimension 3: Relationship Tiers and Semantic Types.

We compare coverage across five relationship-modeling set-
tings: None (no inter-API relationships), Candidate (candidate co-

occurrence only), PC-Only (PDFuzzER configured to use only producer-

consumer strong symbolic relationships), Favocado [16] (a fuzzer
included as an external producer-consumer baseline), and Strong (all
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three semantic types of strong symbolic relationships, i.e., producer-
consumer, value-constraint, and implicit). As shown in the Relation
Tier rows of Table 4, stronger relationship modeling consistently im-
proves coverage. PC-Only performs close to Favocado, confirming
that our PC-Only configuration replicates Favocado-style producer-
consumer matching. In contrast, Strong outperforms both PC-Only
and Favocado on all targets, with a maximum gain of 15.5% on
Foxit PDF Reader. This confirms that value-constraint and implicit
relationships contribute beyond producer-consumer relationships.
Dimension 4: PDF objects generation integration. We evaluate
the impact of integrating PDF objects generation with JavaScript
API calls by comparing PDFuzzER-js (JavaScript only) against
PDFuzzer-full (with PDF objects integration via Cooper [63]).
PDFuzzeRr-full achieves 3-8% higher coverage, validating the ef-
fectiveness of Stage 3 in Test Case Generation, where Cooper’s
cooperative mutation approach leverages relationships between
PDF native objects and JavaScript APIs. Since many vulnerabilities
depend on specific PDF document structures alongside JavaScript
code, PDFuzzeR-full ensures that generated documents include the
native structures necessary to support JavaScript operations.
LLM Influence. Our earlier experiments used GPT-40 (OpenAl,
May 2024). Here, we additionally evaluate Claude-3.7-Sonnet (An-
thropic, February 2025) and 03-mini (OpenAlI, February 2025, opti-
mized for reasoning tasks), focusing our LLM ablation on Adobe
Acrobat Reader. We found that the choice of LLM has minimal im-
pact on PDFuzzer. Comparing test coverage with 03-mini, Claude-
3.7-Sonnet, and GPT-4o, the differences remain within 10,000 basic
blocks, less than 1% of the total in Adobe Acrobat Reader. Thus,
using newer LLMs beyond GPT-40 does not substantially affect the
overall performance or stability of PDFuzzER.

8 Generalization Beyond PDF Readers

While our evaluation primarily focuses on JavaScript engines in PDF
readers, the fundamental methodology underlying PDFuzzER is not
limited to this specific domain. PDFuzzer takes API documentation
as input, extracts machine-readable specifications, and then derives
grammars and cross-API constraints for generating high-quality
test inputs. Since rich API documentation is widely available across
software ecosystems, the same pipeline can be applied beyond
JavaScript engines in PDF readers.

To validate this generalization in a different setting, we applied
our specification extraction and grammar construction pipeline to
Microsoft Word’s VBA (Visual Basic for Applications) APIs. VBA
is the macro language for automating Microsoft Office applica-
tions (e.g., Word, Excel, PowerPoint), which are widely deployed,
closed-source Windows programs with large and distinct API sur-
faces. From the official documentation (5,920 pages), we extracted
specifications for 2,925 APIs covering 3,768 parameters, and gener-
ated context-free grammars for all of them. We observed that the
three relationship types defined in Section 3 (producer—consumer,
value-constraint, and implicit/state-based relationships) also oc-
cur frequently in VBA APIs. This suggests that our relationship
modeling generalizes beyond JavaScript in PDF readers.

Given these grammars and inferred relationships, the next step
is straightforward: generate VBA macro test cases and embed them
into Word documents for fuzzing—analogous to how PDFuzzer
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embeds JavaScript into PDF files. This feasibility study suggests
that PDFuzzER can be readily adapted to other documentation-rich
domains with large API surfaces.

9 Related Work

API Security. Existing work on API security involves vulnerabil-
ity detection through static analysis or dynamic testing, as well as
methods to infer relationships and dependencies among APIs. These
techniques have been applied to various targets, such as RESTful
APIs [9, 20, 36], the Linux kernel [11-13, 19, 26, 28, 29, 47, 50, 51, 62],
JavaScript engines [16, 24, 63], open-source projects [23, 33], smart
contracts [43], microservices [25], software libraries [21, 32, 34, 42,
67], and deep learning libraries [61]. Static methods like SyzDe-
scribe [28] and GraphFuzz [21] extract signatures from source code,
while dynamic approaches use execution traces [24] or symbolic
execution [11, 12]. However, closed-source PDF readers preclude
direct application of these techniques, and their natural-language
API manuals resist automated extraction.

For API relationship inference, static approaches like RESTler [9]
identify producer-consumer dependencies through type matching,
while dynamic methods like HEALER [51] and APIGraph [34] ob-
serve execution feedback. Recent work also applied neural networks
for sequence prediction [23, 33, 61, 62]. Our approach differs by
using LLMs to generate API rules and infer relationships, reducing
manual effort and improving scalability. Unlike prior work that
mostly relies on name-based matching, we model richer interac-
tions, including value constraints and implicit dependencies.
LLM-based Fuzzing. Prior work has explored using LLMs to fa-
cilitate other fuzzing targets, such as protocols [38, 39, 58], the
Linux kernel [64], interpreters [60], deep learning libraries [14, 15],
command-line applications [55], and open-source libraries [37].
They use LLMs to generate or mutate testing cases. For example,
LLMs have been used to produce initial seeds [8, 14, 39] or concrete
test cases [15, 49], generate scripts for test case creation [66], gen-
erate fuzz drivers [37], summarize documentation [58, 60], and ana-
lyze source code to derive specifications [37, 64]. In mutation, they
can operate at either the byte level [65], the token level [14, 18], or
the whole input level [60]. Our experiments show that using LLMs
to directly generate test cases for PDF reader fuzzing is slow and
costly. Moreover, the closed-source nature of PDF readers makes
LLM-driven specifications extraction extremely challenging. In-
stead, we employ LLMs to analyze API manuals, generate API
invocation rules, and infer intricate API relationships.
Grammar-based Fuzzing. Grammar-based fuzzing uses context-
free grammars (CFGs) to generate syntactically valid inputs for
structured data, targeting syntactic validity [30, 56], semantic valid-
ity [27, 31], and behavioral exploration [22]. Existing methods use
different strategies: code fragment reuse (LangFuzz [31], CodeAl-
chemist [27]), custom IRs (DUMPLING [54]), or direct CFGs [5,
7, 30]. Mutation approaches include grammar-aware [7, 31, 56],
token-based [48, 56], and IR-guided mutations [22, 57]. However,
traditional grammar-based approaches embed only limited seman-
tic constraints within grammar rules, failing to capture complex API
relationships, including those defined in Section 3. Our approach
extends beyond syntactic generation by explicitly modeling these
semantic constraints between API parameters and return values,
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then dynamically solving them to generate realistic, security-critical
API usage sequences that traditional methods cannot achieve.

10 Conclusion

Fuzzing JavaScript engines of PDF readers faces critical challenges,
including incomplete API specifications and limited API relation-
ships inferred by previous works. In this paper, we propose PDFUZZER,
an LLM-assisted fuzzing tool to generate API function invocation
rules based on documentation to improve fuzzing performance on
the PDF reader’s JavaScript engine. On three widely used PDF read-
ers (Adobe Acrobat Reader, Foxit PDF Reader, and PDF-XChange
Editor), we show that PDFuzzEr improves fuzzing effectiveness
over prior tools. It achieves higher code coverage and uncovers
more zero-day vulnerabilities. Specifically, while current tools iden-
tify only 0-6 such vulnerabilities, PDFuzzERr successfully uncovered
31 zero-day vulnerabilities.
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A Ethical Considerations

We carefully considered the ethical implications of conducting and
publishing this research. While vulnerability discovery may create
risks through premature disclosure or potential misuse, it also pro-
vides substantial benefits by enabling vendors to remediate serious
security flaws and protecting PDF reader users from future exploita-
tion. To mitigate these risks, we promptly reported all 31 discovered
vulnerabilities to the affected vendors through coordinated disclo-
sure, allowed sufficient time for validation and patch development,
and confirmed their disclosure status before publication. We also
avoid providing unnecessary exploitation details. Based on these
safeguards, we believe that the security benefits and scientific value
of this work outweigh its potential harms.

B Open Science

Our artifact can be found at https://github.com/ucsb-seclab/PDFuzzer.
Due to the page limit, the full version of this paper is available on
https://arxiv.org/abs/2608.06641.
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